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Malware

FILE TYPE

NOTEWORTHY MALWARE CAMPAIGNS
•	 Law enforcement Operation Endgame disrupts botnets, 

dropper malware and ransomware
•	 Long running ‘Cluster Bomb’ campaign approach drops 

up to 10 malware families at once
•	 Nation state actors target zero days in Operation 

ArcaneDoor, deploy custom implant malware

•	 MidnightEclipse campaign leverages zero day to drop 
UPSTYLE backdoor

•	 InnoLoader malware dynamically generates code for each 
download attempt to evade detection
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