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Vulnerabilities

BROWSERS

KNOWN EXPLOITED VENDORS

KEY VENDORS MOBILE OS		

ACTIVE CAMPAIGNS		

DESKTOP/SERVER OPERATING SYSTEMS		

Vendor Product Q2 Vulns

Google Chrome 34

Mozilla Firefox 15

Apple Safari 8

Microsoft Edge 3

Microsoft Edge Chromium 1

Vendor CVEs

Microsoft 5

D-Link 4

Google 4

Vendor CVEs

Linux (vulns & bugs) 1594

Wordpress (and plugins) 1180

Adobe 200

Microsoft 155

Google 44

Vendor CVEs

Android 3

Linux 2

Cisco 2

CVE Score Vulnerability Name Actor(s)

CVE-2024-4577 9.8 PHP-CGI OS Command Injection Vulnerability Akira, LockBit, SWIFT

CVE-2024-26169 7.8 Microsoft Windows Error Reporting Service Improper Privilege Management Vulnerability Black Basta, Storm-1811

CVE-2024-3400 10 Palo Alto Networks PAN-OS Command Injection Vulnerability UTA0218

CVE-2024-29988 8.8 Microsoft SmartScreen Prompt Security Feature Bypass Vulnerability Water Hydra

CVE-2024-20359 6 Cisco ASA and FTD Privilege Escalation Vulnerability STORM-1849

CVE-2024-20353 8.6 Cisco ASA and FTD Denial of Service Vulnerability STORM-1849

Vendor Operating System Q2 Vulns

Linux Linux Kernel 1573

Microsoft Windows 10 42

Apple MacOS 8

Microsoft Windows Server 2008 4

Microsoft Windows Server 2012 3

Microsoft Windows 11 1

Microsoft Windows Server 2022 1

Vendor Operating System Q2 Vulns

Google Android 40

Apple iPad 25


