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Notable news
& breaches

4.8 million impacted by data
breach at TMX Finance.

Financial fraud-focused
cybercrime marketplace
‘Styx’ emerges.

3CX supply chain attack
tied to financial trading
app breach.

Financial services company
OneMain fined $4.25 million
for security lapses.

Genworth Financial reports
data breach leaking SSNs
belonging to 2.7 million

policyholders and customers.

Noteworthy
threat actor

CLOP Ransomware
Gang

After a quiet April and May,
ClOp surged back in June after
exploiting the CVE-2023-34362
MOVEit vulnerability. ClOp
posted nearly 100 victims on
their leak site, with around

1/3 falling within Financial
Services or Insurance.
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Ransomware April  May June
Clop 0 0 23
Lockbit 3.0 12 6 3
ALPHAV 8 4 5
Play 3 4 3
Bianlian 2 1 4





