2023 Q4 Global Threat Intelligence Report

Notable news
& breaches

+ CISA issues security guidance
in light of healthcare gaps —
reference in recommendation
section

+ Healthcare software provider
ESO Solutions data breach
impacts 2.7 million

+ 6.9 million impacted by Delta
Dental of California data breach

» Norton Healthcare ransomware
incident results in 2.5 million
stolen records

Noteworthy
threat actor

Lockbit

Lockbit and affiliates claimed as
many healthcare victims as the
next few ransomware groups
combined in Q4 2023. Unlike other
sectors, the majority of these
victims were smaller healthcare
clinics and providers — with

47.6% of the victims having less
than 200 employees.
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Ransomware Oct Nov Dec
Lockbit 3.0 4 7 10
ALPHAV 3 4 0
NoEscape 3 4 0
Hunters 1 4 5

International

RHYSIDA 1 4 1
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