2023 Q4 Global Threat Intelligence Report

Notable news
& breaches

Ducktail malware targets the
fashion industry

GambleForce, an SQL injection
gang, targets APAC retail
and gambling websites

Magecart campaign targets
e-commerce websites due to
rogue WordPress plugin

Several high profile US-based
ransomware victims in
December — including La Jolla
and Kraft Heinz

Noteworthy
Malware

DuckTail

In Q4 2023, Ducktail malware
began to target marketing teams
in the retail space. Specifically
targeting fashion companies, the
actors leveraged real products
from popular companies to deliver
the malware disguised as a PDF.
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Ransomware Oct Nov Dec
Lockbit 3.0 5 12 14
PLAY 2 10 7
8Base 3 3 4
NoEscape 5 4 0
BlackBasta 1 2 4





